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CHAPTERIACCOUNMANAGEMENT

he Account Management module provides tools for manadimglual user accounts,
profiles, privileges, roJesd passwords. The module also provides access to the Order
Management tool that is designed to help researchers create and/or manage BioSan
order s. This modulaégminsttagivo a a t b o w® parferme v b |
certain administrative functions.

2.1 OBJECTIVE
This chapter provides information for users ontoow

x AccountManagement
o View My Profile
o Edit My Profile
o Change Password
0 Upload Documentation
0 Request Addition&rivileges
x  Account Administration:
0 View Account List
Reset User Account Password
Deactivate User Account
Reactivate User Account
View, Approve, oRejecUser Account Request
Viewor EditAccount Grop List
Create Account Group
ViewUser Log
o0 Createor Edit Account Guidance Emails
x Account Reviewer:
o View, Approve, or Reject Account Requests
0 View, Approve, or Reject Account Renewals
0 View Account Reporting Dashboard

OO0OO0OO0OO0OO0Oo
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BRICS

2.2 MODULE NAVIGATION
The Account Administration tools (including study administration) are available within the Account
Management module.

To access thiccount Managementmodule perform the following actions:

1. Login to the system.
2. Navigate to th&Vorkspacelanding page

ProFoRMS GUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downioadabie tools that support data defniion, data contribution, and data access Iroughout the research iife cycle.
mummm
Admin Dashboard
| Module Overview
ProFoRMS GUID Data Dictionary Data Repository
Q a
Query Meta Study Account
Management

3. Click theAccount Managementmodule icon

trome PO Frororms GuiD Data Dictianary Data Repository Query Meta Study Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle

m There are a variely of key software modules comprising this system. These modules support the vision of interconnectivity and collaberation among the research communities, as well as, provide a combination of
web-based functionality and downloadable tools that support data definition, data contribution, and data access throughout the research life cycle.

My Dashboard

Admin Dashboard

| Module Overview

ProFoRMS GUID Data Dictionary Data Repository
0
Query Meta Study Account
Management
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4. Click theAccount Managementmenuusing the left side menu to navigate througsutieenus.
With theAccount Privilegesavailable tall usersthe following is displayed:

Account Management

[ My Profile ]

Change Password

Request Additional
Privileges

Things to Note:
ICON KEY 1 Use the left side menu to navigate through the module.

& Notes

1 Important

Information
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2.3 ACCOUNT MANAGEMENT
TheAccount Managementmodulehouses the features to:

View My Profile
Edit My Profile
Changd’assword
Upload Documentation
x Request Additional Privileges
All BRICSusers have access to the Account Management module; however, your role determines
what you can and cannot do within the module.

X X X X

2.3.1 View My Profile
When logged into the system, a user may access the My Profile page at any time.

To displayMy Profile, perform the following actions:

1. Login to the system.
2. Navigate to thé&ccount Managementmodule from youworkspace

frome P erororms GUID  Data Dictionary Data Repository Query Meta Study Account Management

Workspace
Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a combination of
web-based funciionality and downloadabile tools that support data definition. data coninibution, and daia access throughout the research life cycle.
My Dashboard
Admin Dashboard
| Module Overview —
-
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management
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3. Click on theMy Profile link to display your Account Prefil

Account Management

My Profile < |

Change Password

Request Additional
Privileges
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BRICS

4. TheMy Profile page displays as seen below.

+ Home o J oFoRMS D o Data Repository Query

Account Management

My Profil
Account Management y ofiie 7
Username: testert Account Status:

First Name: Test Street Line 1:

Change Password Middle Name: City:
Request Additional Last Name: Account Country:

Privileges E-M Syahoo.com Postal Code: 2

Affiliated Institution: MNIH/C| State: 1

Phone Number: Phone:

NIH Federal Identity: [

Account Privileges

Search: w»

PRIVILEGE STATUS & EXPIRATION DATE 4
Account Active No Expiration Date
Data Dictionary Active 17-Jun-2020
Data Repository Active 17-Jun-2020
GUID Active 17-Jun-2020
Meta Study Active 17-Jun-2020
ProFoRMS Active 17-Jun-2020
Query Active 17-Jun-2020
Showing 110 7 of 7 enfries First Previous | 1| Next Last
Permission Group
Search: =
PRIVILEGE STATUS -

Mo data available in table

Showing 0to 0 of 0 entries First Previous Mext Last

Existing Files

|£‘ |M| Search: w

FILE NAME FILE TYPE % DATE SUBMITTED

4

Account request for FITBIR Stage testing docx Other Change File Type 2019-06-17 Delete

Showing 1to 1 of 1 entries First Previous E‘ Mext Last

Electronic Signatures

FILE NAME COMPLETE DATE/TIME =

tester! esig 2019-06-17.pdf 2019-06-17 11.44

Showing 1to 1 of 1 entries

First Previous E‘ MNext Last

Page 8 of 45 BRICS ACCOUNT MANAGEMENT USER MANUAL
© 2019 National Institutes of Health/CIT 7 Proprietary and Confidential



BRICS

2.3.2 Edit My Profile
When |l ogged into the system, a HdtW®yFRiofle gptor. o unt

To edit your profile perform the following actions:

1. Login to the system.
2. Navigate to th&Vorkspace

fome T Froronus GuID il nary tory Query Meta Stady Account Managenvent

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a varety of key software modules comprising his system. These modules support the vision of inferconnectivity and collaboration among the research communities, as well as, provide 3

combination of d and le tools that d; definition, data contribuion, and data access mmu;nnm the research life cycle
ProFoRMS GuUID Data Dictionary Data Repository
Query Meta Study Account

Management

3. Select thé&ccount Managementmodule

trome DTN Prororms GUID  Data Dictionary Data Repository Query Meta Study  Account Management

Workspace

o Modules: Building Blocks for the Research Life Cycle
P There are a variety of key sofiware modules comprising this system_These madules suppor the vision of interconnectivity and collaboration among the research communities, as well s, provide a combination of

web-based functionality and downloadable tools that support data definition. data contribution, and data access throughout the research lfe cycle
Wy Dashboard

Admin Dashboard

Module Overview | E

ProFoRMS GUID Data Dictionary Data Repository

E ’ ‘
Query Meta Study Account
Management
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BRICS

4. Click theMy Profile link.

Account Management

My Profile <(uu— |

Change Password

Request Additional
Privileges

5. Click on theedit My Profile icon to displathe Edit My Profile page

f Home Workspace ProFoRMS GUID Data Dictionary Data Repository Query Meta Study

Account Management

My Profile
Account Management y ”
Username: testeri Account Status: Active — K

First Name: Test Street Line 1: 1232 Main Street

Change Password Middle Hame: City: Bethesda
Request Additional Last Name: Account Country: United States of America
Privileges E-Mail: testing@yahoo.com Postal Code: 20592
Affiliated Institution: MIH/CIT/BRICS State: 1D
Phone Number: +11111111111 Phone: +11111111111

NIH Federal Identity: Mone Specified
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BRICS

6. Enter the profile information you wish to edit including any contact information as needed
andclick theUpdate Profilebutton to update your profile.

1 Home Workspace ProFoRM S GUID Data Dictionary Data Repository Query Meta Study

Account Management

My Profile = Edit My Profile

Account Management
My Profile Please provide your preferred contact information:

Change Password Username : tester
Request Additional NIH Federal ldentity :
Privileges

First Name *: | Test

Middle Name : |

Last Name *: | Account

E-Mail *: | testing@yahoo.com

Affiliated Institution™ : | MNIHICITBRICS

Street Line 17 [ 123 Vain Street

Street Line 2: |

City =+ | Bethesda

Country *: | United States of America V|

Postal Code *: | 20892

State *: | Maryland v|

Phone *:

1111111

Briefly describe why you are | Test account|
requesting access to the
system. Explain how you

intend to use the system and

your intentions for data
submission andlor data
access *:

UPDATE PROFILE [ef=Tils:]]
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2.3.3 Change Password

When | ogged into the system, a u<kange Passautk®dmn un t
the left side menarhis may be performed at any time to enhance security as necéssany @ther
personal reason you would like to change your password.

To changeour passwordperform the following actions:
1. Login to the system.
2. Navigate to th&Vorkspace

Workspace
Modules: Building Blocks for the Research Life Cycle
There are a varety of key SDI'MafE ’HDUI.IIQS compeising Mis system These modules support the wsion of interconnectiity and collabaration among the research communities, as well as, provide 3
combination of le tools that d; definition, data contribuion, and data access throughoul the research life cycle
My Dashboard
Admin Dashboard
[ Modulo Overview | E
ProFoRMS Data Dictionary Data Repository
Query Meta Study Account
Management

3. Select théccount Managementmodule

% Home | workspace IR T

cuID Data Dictionary Data Repository Query Meta Study Account Management

Workspace

s Modules: Building Blocks for the Research Life Cycle

T There are a variety of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a combination of
web-based functionality and downloadabile tools that support data definition, data contnibution, and data access throughout the research life cycle.

My Dashboard

Admin Dashboard
[ Module Overview E

ProFoRMS GUID Data Dictionary Data Repository
o
Query Meta Study Account

Management
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4. Select th€hangePasswordtab.

a. TheNew Passwordtextbox expands to display the password creation standards that

must be followed when choosing a new password.

5. Enter yourCurrent PassworgddNew Password andConfirm Passwordin the text boxes

to confirm your new password.
6. Click theChange Passwordbutton.

a. The password change takes effect immediately and must be used when logging into

BRICS again.

Account Management

A " Change Password
ccount Management To change your password, please enter your current password, then select a new password.

My Profile Current Password *

[ T REah] l Hew Password *: |

Request Additional
Confirm Password *:

Privileges

CHANGE PASSWORD [ehi=2)

7. If you decide to leave your change password screen without submittingaasmewd

requestglick on theCancelbutton.

Things to Note:

ICON KEY

& Notes special charactes.

1 Passwords arease sensitivand consist 0B-15 alphanumeric characteiscludingat least 3of
the following different kinds of characterscapital letters, lowercase lettes, numbers, and/or

1 Important 1 Passwords display as dots for security purposes. Make sure to enter your password carefully.

Information

1

Your old password may +&ppear in the Password field ifgp KI S y 20 Of SI NBR

cache/history, especially if you had previously opted to save the password in the field. Make sure
you are entering the new password before you attempt to log in. If unsure, clear the cache/history
and log in again with thnew password.
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2.3.4 Upload Documentation
To uploaddocumentationperform the following actions:

1. Login to the system
2. Navigate to th®&Vorkspaceandselect theAccount Managementmodule

Acco

ProFoRMS  GUID  Data Dictionary Data Repository  Query Meta Study

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software modules comprising this system. These modules SUpport the vision of intercannectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downloadable tools that support data definition. data contnbution, and data access throughout the research life cycle.
My Dashboard

Admin Dashboard

| Module Ovarview —
.

ProFoRMS Data Dictionary Data Repository
Q ‘
Query Meta Study Account

Management

3. Click theMy Profile link.

Account Management

My Profile < |

Change Password

Request Additional
Privileges

4. Select thé&dd button in theExisting Files group

Existing Files

[ || (—— Search = '
A

FILE NAME FILE TYPE 4+ DATE SUBMITTED v
Account request for FITBIR Stage testing. docx Other Change File Tvpe 2019-06-17 Delete
First Previous [1] Next Last

Showing 110 1 of 1 entries
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5. Select th€&ile Type from the dropdown menu

Add User File x

Upload Supporting Documentation

Please upload your signed administrative documentation to support your request here.

File Type*: [- Select One - b

Account Documentation
Annual Review
CV/Biographical Sketch

Data Access Request CANCEL UPLOAD

Data Submission Request

Dictionary Documentation
Other

1 0of 1 entries

Study Documentation

6. Click on theBrowse button to select the documentation from the desired location on your
computer and then click thipload button to complete the document uploactcpss.

Add User File x

Upload Supporting Documentation

Please upload your signed administrative documentation to support your request here.

File Type* : [Other -]

— Browse._.  No file selected.

CANCEL UPLOAD
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2.3.5 Request Additional Privileges
To requestdditionalprivilegesperform the following actions:

1. Login to the system.
2. Navigate to th®&Vorkspacelanding page

frvome T crororMs U Data Dictionary Data Repository  Query Meta Study  Account Management

Workspace

Modules: Building Blocks for the Research Life Cycle
There are a variety of key software medules comprising this system. These modules support ihe vision of interconnectivity and collaboration among the research communities, as well as, provide a combination of

web-based functionality and downloadable tools that support data definition, data contribution, and data access throughout the research life cycle.

O O

My Dashboard
Admin Dashboard

| Moduls Overview

ProFoRMS GUID Data Dictionary Data Repository
‘
Query Meta Study Account
Management

3. Select th&®equest Additional Privilegedink on the left side menu

Account Management

My Profile |

Change Password

Request Additional

Privileges —
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BRICS

4. Select the desired permission by clicking on the check box beside the specifiarativilege
thenselectRequest Privileges

Account Management

m Request Additional Privileges

Accound Privileges

Saarch =

s 1 § EXPERATION DATE
:ﬂl | sroount Atrew No Expragion Diate
Dty Dichionay Actve 17-Jun-2000
Data Repashary Achivw 17-Jun-2020
EUID Artrop - Jun-200
Meda Sudy Achee 17-Jun-2020
Prok cians Active AT-Jun-2030
Duery Actten AT-Jun-20210

Showing 110 7 of 7 eniries Fesl Prgs

Permission Gioup

Saarch: w

Mo data awailazie in tabia

Showing 0 io 0 of & enines

Request Additional Privilegeas
Vil MUY PRQUEET SOENNE PIIlBDEE By BRIBCHNG BN SCOMNT 1ole WO Below PRGEEE Mobs TE1 FegueEIng PIvIEDes FeqUESE BN SOMINGINEI0T S SD0ITVal 0 In SO Ciies. will Pegurs S3B0oNEI
docunentaion 10 be upitaded

< Data Submitier VWith ProfoRMS ~| Data ACcessor
[Data Submitier Withos! Prof oRM S Oaher

AECOnt - ANYE wiET 10 W if10 Y EbT, MAnage profik and password, s upiond documeilation

Data Dictionary - Veew and submit requests bo create of edil data slements and form structures

¥ - Create and sbudses. contaming research data; salidale, spicad and download datasets.
LD - Create and view study subject Global Unigee identiers (GUADs)
Stuady - Create ama adrmmester Mets Studies CONINING resesrch data, upload and downicss study documestation and Ssta artiacts

ProFolMS - Create, design, and admanisier forrms bor prospeciie dala collection

Query - Wew, filter, and dremicad research data by stedy
Specific Permission Groups
Prease mark the dats groups hor whath you 4fe requesting Access. Your request will be submilled s the Dala Atcess Commities lof neview PlEase nots thal requestng dala Sccess fequires an
BOMINSRIOS Approval ANd N 30me caSES, will Iequine BOGTONG! JOCETENIENON 10 DE Uploaced

Or. Kenney - Omega-3 PTH study - Targeted ARCration m omegs.1 and smega- Bty acids for post-iraumate headache Nutrition for PTH

Preutis Account Group - Thes group ConLaing users wiso have ALL permissions 1o lest

Federated Sies

Federabed sfie access regquires you o apply through an exdernal site. Once access has been granied from Teir site, your reques! will be approved here.

PRIILEGES s
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2.4 ACCOUNT ADMIN
TheAccount Admin submodulehouses the features t

ViewAccount List

Reset User AccouRassword

Deactivate User Account

Reactivate User Account

View, Approve, oReject User Account Requests
View or EditAccount Group List

Create Account Group

ViewUser Log

Createor Edit Account Guidance Emails

All BRICSusersDO NOT  have access to tAecount Admin submodule The Account Admin
submoduleONLY shows up fousersvith administrative right privileges.

X X X X X X X X

X

2.4.1 View Account List
To viewaccountlists perform thefollowing actions:

1. Login to the system
2. Navigate to thAccount Managementmodule

PY okspace T GUID Data Dictionary Data Repository Query Meta Study Account Management
Workspace
e Modules: Building Blocks for the Research Life Cycle
Workspace Thete are a varisty of key software modules comprising this system. These modules support the vision of interconnectivity and collaboration among the research communities, as well as, provide a
combination of web-based functionality and downleadable tools that support data definition, data contribution, and data access throughout the research life cycle.
Admin Dashboard
I
—_
ProFoRMS GUID Data Dictionary Data Repository
Query Meta Study Account
Management
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3. Select thé&ccount Admin tab on the left
4. Click on theAccount List submenu on the leffTheaccount list will display.
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